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Abstract: The digital transition is one of the biggest challenges of the new millennium.
One of the key drivers of this transition is the need to adapt to the rapidly changing and
heterogeneous technological landscape that is continuously evolving. Digital Twin (DT)
technology can promote this transition at an urban scale due to its ability to monitor,
control, and predict the behaviour of complex systems and processes. As several scientific
studies have shown, DTs can be developed for infrastructure and city management, facing
the challenges of global changes. DTs are based on sensor-distributed networks and can
support urban management and propose intervention strategies based on future forecasts.
In the present work, a three-axial operative framework is proposed for developing a DT
urban management system using the city of Venice as a case study. The three axes were
chosen based on sustainable urban development: energy, mobility, and resiliency. Venice is
a fragile city due to its cultural heritage, which needs specific protection strategies. The
methodology proposed starts from the analysis of the state-of-the-arts of DT technologies
and the definition of key features. Three different axes are proposed, aggregating the key
features in a list of fields of intervention for each axis. The Venice open-source database is
then analysed to consider the data already available for the city. Finally, a list of DT services
for urban management is proposed for each axis. The results show a need to improve the
city management system by adopting DT.

Keywords: Digital Twin; urban sustainability; urban resiliency; Venice; digital transition

1. Introduction
Digital transformation represents one of the most relevant challenges of the new mil-

lennium. From the expansion of the Internet of Things (IoT) [1] to the artificial intelligence
(AI) revolution, the world is in what we refer to as the beginning of the fifth industrial
revolution [2]. Where the third revolution was associated with the increasing deployment
of energy resources, as well as the rapid spread of communication media, and the press-
ing need to prevent a climate catastrophe [3], the fourth revolution seems to be linked
to the emergence of new technologies that have revolutionised the world, such as artifi-
cial intelligence, genetic editing, and advanced robotics, pushing what has always been
considered the limits related to the physical, digital, and biological worlds [4]. While the
fourth industrial revolution (Industry 4.0) is still in progress, the fifth industrial revolution
(Industry 5.0) is already emerging with a different focus. It introduces a further paradigm
of technological development, highlighting the need to introduce an ethical and humane
approach to innovations, focusing on human–machine collaboration, sustainability, and
social welfare [5].
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The digital transition is similarly a priority for European Union (EU) institutions, for
which the development of new technologies is acknowledged as a fundamental tool to drive
economic growth, enhance public services, and improve the lives of EU citizens. Embracing
this transformation is recognised as essential to sustaining high industrial competitiveness
and ensuring a prosperous future for the member states (as outlined in the EU Digital
Compass and the Digital Decade policy program [6]), stressing that digital skills are a key
asset that enables people to use the emerging opportunities created by digital technologies
and fully benefit from them.

Among the key factors for ensuring the digital transition, the need to adapt to the
rapidly changing technological landscape seems to be a central one. Investments in new
digital infrastructures, such as high-speed internet and 5G networks, ensure fast access to
digital tools. In addition, digitisation makes it possible to improve the efficiency and effec-
tiveness of public services, including government services. The benefits of this paradigm
shift are multiple; e.g., it is the possibility to automate processes not only from a bureau-
cratic and organisational point of view but also to have a substantial impact on mitigation
measures for climate change for achieving sustainable development.

The COVID-19 pandemic has also highlighted the need to adapt the current economic
model toward environmental and social sustainability. In December 2019, the President
of the European Commission, Ursula von der Leyen, presented the European Green Deal
initiative to make Europe the first climate-neutral continent by 2050 [7]. More specifically,
Italy emerged as one of the most affected countries by the pandemic, suffering the most
from the crisis [8,9]; Italy’s gross domestic product (GDP) decreased by 8.9% in 2020, com-
pared to an average decrease in the European Union of 6.2% [10]. Considering the first
administrative actions regarding the reduction in February 2020, Italy was the first EU
country to be forced to impose a generalised lockdown [11]. The crisis hit the country with
numerous criticalities related to economic, social, and environmental aspects, which caused
a lower gross domestic product (GDP) growth than other European countries, equal to 7.9%
between 1999 and 2019, compared to an average growth of 35.4% in Germany, France, and
Spain during the same two decades [12]. Similarly, growth forecasts are limited to 4.7% in
2025, as reported in the Spring 2024 Economic Forecast of the European Union. To face this
crisis, Europe has granted Italy an extraordinary financing plan called Next Generation EU
(NGEU), which also includes the digitisation of Italian national infrastructures and the de-
velopment of innovative technological solutions with low environmental impact (according
to the principle of DNSH—do no significant harm) and capable of increasing the resilience
and sustainability of the Italian environmental, social, and governance (ESG) system.

To the authors’ knowledge, nowadays, there is no urban-oriented application of DT
systems for historical cities. Therefore, this work proposes a working framework for the
development of such technology for the city of Venice. The framework of this research is
discussed considering Venice as a case study, but it is exportable to other historical cities
using the same hypotheses and working methodology.

2. State-of-the-Art
The digital transition presents societal and security challenges, such as ensuring digital

inclusion, protecting data privacy and security, and addressing the ethical implications
of emerging technologies. The DT represents a key element for the digital transition.
This technology was born in the aerospace sector with the Apollo missions of NASA
(National Aeronautics and Space Administration, United States of America), where it
was used to reduce mission risks associated with human spaceflight [13]. To date, it is a
widely used tool in all those sectors that need complete control of their infrastructures and
production processes, such as automotive, avionic, and electronic component production.
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The construction sector has also recently begun to approach digital technologies, despite its
historical reluctance towards innovation. The adoption of building information modelling
(BIM) has acted as a bridge towards the adoption of new digital paradigms, capable of
reducing costs, and complexity and providing useful tools to the entire construction chain
as well as to end users. The drivers of Construction 4.0 are digital technologies and their
mutual interaction [2,14]. The benefits of using tools such as artificial intelligence (AI),
machine learning (ML), semantic technologies, big data analytics, blockchain, the Internet
of Things (IoT), and cloud computing are clear. As for the fifth industrial revolution, today,
we are approaching Construction 5.0, whose fundamental principles see the transparency
of information, the human dimension of processes and their chain of transmission, the
decentralisation of decision making processes, the possibility of having seamless data flows,
automation, interconnection, and interoperability among technologies [5,15].

Digital Twin (DT) is an emerging concept applicable to the construction world, thanks
to which it is possible to build a digital replica of any built object, from a single building to
a more complex built environment. Starting from the simple monitoring of infrastructure
(Digital Shadow), it is possible to analyse and monitor the physical and environmental
processes that take place within and around it, simulating plausible scenarios and providing
real-time solutions to increase energy sustainability or to ensure conditions of wellbeing,
comfort, and safety [11]. A DT may also be able to act directly on the environment, altering
the parameters that characterise it, for example by adjusting lighting or air conditioning.
However, it can also provide real environmental monitoring strategies (e.g., estimating the
tons of CO2 emitted) or guarantee high standards of safety and efficiency (fault detection
and diagnostic-FDD) with forecast and prevision. The three main elements of a DT are
access to data, analysis, and forecasting capabilities. The term cognitive DT has also been
proposed for such systems, which also includes the ability to “understand” and “interpret”
data, evolving on their basis [16]. The interaction with the physical world is made by IoT
(Internet of Things) devices, software interfaces to communicate with PLC (programmable
logic controllers) belonging to complex systems (HVAC, public lighting, etc.), and by
using other source of data such as from Earth Observation (EO) [17]. The adoption of
AI and ML techniques is essential during the implementation of modern control and
automation systems. The knowledge graph constituted by these systems should include all
interactions among the different entities involved in a building realisation (people, plants,
and structures). Thanks to this, it is possible to equip a system with semantic intelligence
and to provide contextualised descriptions of the processes involved even texturally or
verbally [18]. DTs must also be equipped with advanced protection systems to ensure their
cybersecurity, such as using different levels of access, encryption, and blockchain [19–22]
compliant with GDPR [23]. Finally, given the consistent volume of data stored within
DT databases, especially if the scale is moving from a single building to more complex
built environments, Big Data management has become an essential component for a DT
system [24,25]. An ideal IT system must also be scalable, towards more complex solutions,
including the capacity to communicate externally. Figure 1 shows the scalability propriety
of DTs, which, starting from a single component or process, includes the possibility to
scale up to the system level (monitoring and forecasting the interactions among single
components, for example considering all the energy fluxes related to a building) and up to
larger urban scale, where each system is interfaced to manage their complexity as a whole
(as example to manage energy districts, traffic, or public services).

Several cities are moving towards the adoption of a DT system at the urban level.
These include Antwerp, Carouge, Eindhoven, Helsinki, Manchester, Milan, Porto, Glasgow,
Birmingham, Herzenberg, and Santander to manage resources and services, such as trans-
port, energy, and water. These cities are looking to evolve towards smart cities via existing
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IoT ecosystems and frameworks and are consistent with open standards, such as Open and
Agile Smart Cities (OASC) [26]. Specifically, the approaches used are different. Antwerp,
for example, uses the ACPaaS platform (Antwerp City Platform as a Service) and the CoT
application (City of Things) [27,28]. Carouge has developed three different systems for
smart parking, road noise monitoring, and a tourism app [29]. Eindhoven has focused on
system interoperability through four main architectures: integrated energy data manage-
ment (CKAN), FIWARE Orion Context Broker, FIWARE Complex Processing (Proton), and
FIWARE Big Data (Cosmos) [30]. Within the city, there are several projects, such as the
digitisation of the Brainport region, to support various societal issues, like energy transition,
environmental problems, and population growth; the Water Resource Recovery Facility
DT, a full-scale operational twin that includes an automated data preprocessing pipeline, a
detailed mechanistic full-plant process model, and an interactive user interface, and the
EAISI DT Lab to support digital system research and development initiatives. Manchester
developed the CityVerve platform and Triangulum H2020 to process live carpark, weather,
building energy consumption, and bicycle journey data [31,32]. Milan has developed three
different architecture types for parking, buildings/energy, and weather/noise/pollution
that contain data from three different projects [33,34]. Porto has created a water manage-
ment platform, a mobility management platform, an environmental monitoring platform,
and a platform for citizens [35].
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DT represents a key technology to managing sustainable urban development being
able to monitor and forecast urban growth and related costs and reduce overall primary
resources, such as land, water, and energy usage, as well as guarantee a high level of
resiliency monitoring that constantly assesses the risks that a city could be subjected to.

Venice is not only historically relevant for its inestimable cultural heritage but is
also particularly fragile, considering its extension on land and over the lagoon [31–33].
Adding up the overall picture of its urban fragilities, i.e., structural, demographic, social,
environmental, and climatic, the overall demographic decline of the Italian population,
which is quite in line with that generally suffered by all mature economies of the northern
hemisphere, finds an unprecedented peak in the historic city of Venice; in fact, the insular
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city has gone from about 170,000 inhabitants in the first half of the twentieth century
to about 49,000 today, with the settlements located within the lagoon area counting no
more than 75,000 inhabitants, against the 178,000 of the urban part in the mainland [34].
This phenomenon is due to the ageing population and the rise in short-term rentals and
commercial activities that have pushed the younger generation outside the city’s historical
centre, presenting a serious problem in urban management that must consider innovative
solutions to remove urban barriers, manage tourist fluxes, and reduce their impact on
the city.

Moreover, Venice is also made from different infrastructures and services that can
be managed inside a unique DT system. To ensure consistency and accuracy, the work
analyses three different urban axes: mobility, energy, and urban resiliency. The proposed
approach allows for increased urban sustainability and resiliency, taking advantage of
the interactions between the analysed axes related to energy management and carbon
footprint reduction, reduction, and management of traffic (both on land and in waterways),
protection from natural disasters and extreme weather conditions, fire protection, control
over the land use, urban planning, and citizen safety and security.

A similar intricated scenario, with so many diverse matters to be analysed and com-
pared, both logically and in terms of data and information sources, seems to be very difficult
to manage in a single matrix, taking into account all different issues, if not using a Digital
Twin approach, not only for comparing all different source of data but also to formulate
provisional scenarios both for daily use and in case of any kind of extreme events, such as
the cyclical flooding (acqua alta in Italian), affecting the city with increasing frequency.

3. Urban DT Key Features
The tool proposed in this research is the DT. According to the creator M. Grieves, a

DT is “A virtual representation of a physical object or system that spans its lifecycle and is
updated from real-time data. It uses simulation, machine learning and reasoning to help
make decisions” [13].

This concept has evolved today with different definitions and interpretations, often
contrasting with each other [35]. It is undoubtedly the best solution for the management of
complex processes that require timely and accurate control at the same time. A DT system
is based on the acquisition of real-time data through sensors, their processing through
simulation algorithms based on physical processes or through machine learning (ML)
and artificial intelligence (AI) algorithms, and visualisation on web-based information
systems [36]. A DT can respond quickly to changes or unforeseen events through a
variety of plausible scenarios. DT is, therefore, a methodological approach that focuses
on modelling and integrating digital methods and technologies for controlling complex
systems. In doing so, DT considers procedural, socioeconomic, and environmental issues;
it is, therefore, a true methodological approach for the development of complex projects.
It also allows for the visualisation and modification of the operating parameters by the
managers and personnel (including external ones) involved in the activities. Given its
effectiveness, the DT is now also being applied in other contexts, such as the management
of cultural heritage. It is not surprising that following the fire at Notre Dame Cathedral
in Paris, the municipality decided to design a DT system to cope with and manage the
restoration process of the cathedral in real time, to prevent further accidents [37–39]. At the
city level and from a smart city perspective, DTs can be applied in various fields, not only
in infrastructures but also in related services, such as health, management systems, and
public administrations. As a reference, for the axes related to smart cities, it is possible to
the smart city diamond in Figure 2 [40]:
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The smart city diamond is a conceptual framework that outlines the essential compo-
nents for developing and managing smart cities. It is based on four key components:

1. Technology: This includes the digital infrastructure, such as IoT devices, sensors,
and communication networks, that enable data collection, analysis, and connectivity
among various city systems.

2. Data: The collection, management, and utilisation of data are crucial for informed
decision making. This encompasses big data analytics, data privacy, and security
measures to ensure that the information collected is used effectively and responsibly.

3. People: The involvement of citizens, stakeholders, and government entities is essential.
This component focuses on community engagement, public participation, and the role
of residents in shaping their urban environment.

4. Governance: Effective governance structures and policies are necessary to manage
the complexities of a smart city. This includes regulatory frameworks, collaboration
among different levels of government, and strategies for sustainable development.

These can be integrated inside the DT system to develop a holistic approach to urban
growth, aiming to enhance the quality of life for residents, while promoting sustainability and
efficiency. A DT application from a smart city perspective should, therefore, be able to cover as
many areas as possible within the diamond. The United Nations has also moved to support the
same issues by bringing the following goals within the SDGs (Sustainable Development Goals)
set out in the 2030 agenda for theme no. 11 (Sustainable Communities and Cities, Figure 3) [41]:
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These objectives include target 11-2 on transport sustainability, which can be reached
through DT systems by optimizing travel times and urban mobility by acting on vehicular
traffic; target 11-3 on the inclusiveness and sustainability of urbanisation, which can be
supported by a DT through the sharing of data and the analysis of future urbanisation
policies; target 11-5 for the reduction in adverse effects due to natural disasters, where DT
see a central role for their ability in managing and predicting critical scenarios; target 11-6
aimed at reducing the environmental impact of cities, which can make use of the DT system
for the real-time and predictive monitoring of urban pollution and wastes through the
analysis of data collected by sensors on the territory; and the two targets 11-A and 11-B
that can make use of the forecasting capabilities of DT systems both for the design of
urban plans, mitigation strategies due to natural disasters, and the ability to analyse and
evaluate energy consumption, ensuring the inclusion of all partners involved in the city
development process.

Monitorable Data

As a general and non-exhaustive reference, to date, it is possible to create DT systems
capable of monitoring the following parameters:

1. Energy: the assessment, monitoring, and forecasting of city energy flows.

• Electricity: Main and secondary electrical devices and loads (up to the single socket),
energy produced from distributed renewable sources (photovoltaic plants, cogen-
erators, wind power, etc.), and electricity stored through batteries or converted to
hydrogen for future usage. By monitoring electrical flows, it is possible to optimise con-
sumption and production according to the parameters and preferences of users [42].

• Thermal loads: Air conditioning is one of the main energy consumptions of
buildings [43]. By knowing the preferences of users, the internal and external ther-
mohydrometric conditions, the national regulations, and the availability of thermal
energy, it is possible to reduce energy loads for air conditioning [44,45]. Moreover,
many cities are using district heating to reduce consumption during winter seasons, so
they can be connected to a DT system to optimise the load–production profiles [46–49].

• Hydrogen, gas, and other energy vectors: Electricity is not the only energy vector used
inside a city, but natural gas, hydrogen (in future), and other energy vectors (wood
wastes, biodiesel, etc.) are commonly used to produce power or heat. The control of
the flows and the potential benefits of integrating hydrogen into the energy mix can
be exploited by using DTs [50]. This would be particularly suitable in cities with a
wide availability of water as Venice.

2. Environment: the real-time assessment and monitoring of the main environmental
quality parameters.

• Air quality: Monitoring of the main indoor environmental pollutants, including CO2,
VOC, PM10, PM2.5, O3, SOX, H2S, NOX. Air quality monitoring is essential for the
healthiness of environments and cities [51,52].

• Noise: As with air quality, noise must also be monitored in Italy following the
D.lgs 42/2017 (Italian legislative decree). Although the decree is inherent to open
environments, the risk assessment due to noisy environments also appears in the
INAIL (National Institute for Insurance against Accidents at Work) recommenda-
tions and is, therefore, one of the risks present in the D.lgs 81/08 on safety in the
workplace. Noise monitoring, also due to the presence of machinery and industrial
activities, is a fundamental element of an urban DT to increase the safety and comfort
of citizens [53,54].
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• Lighting: The maintenance of an adequate level of illuminance on public land is
required by the Italian D.lgs 81/08, and the recommended levels are expressed in
national regulations. In addition to the evaluation of the maintenance of these levels,
the proper management of lighting systems includes a reduction in energy consump-
tion, allowing the lights to be switched off or dimmed according to the presence and
activities carried out both indoors and outdoors [55–57]. The management and control
of lighting systems can also reduce light pollution during nighttime.

3. Water: the monitoring and forecasting of water consumed, collected, and stored.

• Water flows: Measurement and forecast of the water balance among white, black, and
grey water. The evaluation of water consumption is useful for identifying any leaks
and reducing waste, while maintaining a good quality of the water re-entering into
the local ecosystem [58–60].

• Rainwater collection and reuse: Th evaluation of the amount of rainwater that can be
used for irrigation or as greywater [61,62]. The monitoring of pollutants and the level
of accumulation in basins [63].

• Water quality: The monitoring and control of pollutants in rivers, lakes, groundwa-
ter, and seawater for bathing suitability, use of waters for irrigation and for sanity
uses [64,65].

4. Green: the monitoring of natural matrices and agriculture.

• Vegetation system: The monitoring of plant essences, irrigation, and the state of health.
Through proper monitoring, it is possible to predict pruning and mowing interven-
tions, any risk elements due to weeds or pollutants, optimise water consumption, and
provide for the removal of trees at risk of falling [66]. In addition, it is also possible to
assess the risk of fires due to the presence of dry areas.

• Agriculture: DT is today used in agriculture to develop virtual models of farming
entities to enhance productivity, decision making, and quality. Key applications
include the real-time monitoring of variables, like soil health, resource optimisation
for water and fertilisers, predictive analytics for forecasting crop issues, precision
farming for controlled environments, and machinery management for predictive
maintenance [67,68].

5. Safety and Security: the maintenance of high standards of physical and digital security,
protection, and prevention of citizens’ safety.

• Cyber security: The application of cryptographic standards to protect data flow and
storage, separation between the external and internal network, the use of authentica-
tion portals, databases on local servers, firewalls, and a separate sensor network not
connected to the internet [56,69–72]. Cyber security is a very sensitive topic in urban
applications, where accessing the data can cause severe damage on working activities
and expose citizens to risk.

• Physical security: The assessment of safety risks inherent in the use of actuators and
sensors (unwanted or dangerous actuation) [73,74] and the installation of sensors
for physical security (gas leakage [75], flooding [76], seismic [77], short circuit, and
electrocution [78], fire [79,80], workers safety [81,82], etc.).

• Management of emergency interventions: The automatic opening of intervention
tickets and priority to critical interventions (as an example where is the possibility
of injured people) [83]. Real-time analysis of the status of the intervention and data
sharing among the various connected emergency services (fire brigade, police, first
aid, etc.) [84,85].
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6. Maintenance: the monitoring, fault forecasting, and scheduling of maintenance
interventions.

• FDD: The monitoring of the operating status of connected systems with predictive
capabilities for fault detection and diagnosis (FDD), monitoring also extended to
connected sensors and network devices. By monitoring the status of the systems,
it is possible to manage maintenance interventions, organise warehouses for spare
parts, and keep the systems efficient, with a consequent reduction in inefficiencies and
operating costs [86–89].

• Intervention management: the automatic opening of tickets for the maintenance sector
to reduce intervention times [90,91].

7. Presence and activities: the monitoring, forecasting, and management of occupation.

• Occupancy: Presence monitoring using dedicated hardware, such as radar sensors
and cameras, and other data coming from device usage, lights, computers, etc. [92].
Occupancy data can be used for the evaluation of presence, for medical prevention, as
example from COVID SARS cases [93,94], and for the optimisation and reduction in
energy consumption [95] due to lighting [96] and air conditioning [97], and to ensure
the safety of environments from external intrusions.

• Activity: Evaluating the activity carried out is an additional parameter useful for
improving the accuracy of control over air conditioning and lighting systems. Thermal
loads and recommended illuminance may vary depending on the type of activity
carried out in the environment, an environment that could be used for different and
simultaneous activities [98–100].

• Travel: The analysis of people’s movements makes it possible to identify the most
used services and spaces, highlighting the preferences of citizens [101,102].

8. Wastes and pest control: monitoring and forecasting for pest control and waste produced.

• Pest control: The monitoring of pests (rodents, insects) and IoT capture systems with
remote sensors for the identification of pest presence [103,104]. The automation of pest
monitoring systems makes it possible to act in time before the creation of out-of-control
colonies and their interference with inhabited spaces [105].

• Wastes: The monitoring and evaluation of trash bins through dedicated sensors and
the notification of filling, the assessment of the mass of waste produced, and its travel
through the territory considering construction waste and special waste [106–108].
The automatic management and evaluation of the wastes produced provide valuable
information on environmental pollution and allow to optimisation waste management
operations, avoiding the proliferation of animal pest colonies [109].

9. Mobility: the monitoring and forecasting of parking, micro-mobility systems for public
and private transport, and charging systems for electric vehicles.

• Parking and micro-mobility: the evaluation and prediction of the number of available
spaces through cameras equipped with computer vision and the management of
bicycle racks [110–112].

• Transport: the analysis of routes, turnout, and the management of route alternatives
based on traffic data and the use of public transport services and roads (or canals in
the case of Venice) [113–115].

• Accidents: the automatic identification of accidents and initiation of rescue procedures
and automatic warnings on the presence of inefficiencies and automatic generation of
route alternatives [116–118].

• Electric charging: the monitoring and forecasting of electricity consumption due to
the use of electric charging stations [119–121].
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• Routes: the analysis of the shortest routes and reduction in traffic, including vehicular,
pedestrian, and naval [122–124].

The list is purely indicative and is based on the state-of-art related to DT systems at
different scales, from single buildings and infrastructure up to cities [40,125–131]. Figure 4
summarise all the features, tasks, monitorable data, and targets for an urban DT.
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4. Methodological Approach: A Three-Axis Framework for
DT Implementation

The complexity of urban management with digital systems requires simplification to
avoid overdeveloping too many platforms or tools that would be difficult to manage for
a public administration that is just starting to deal with the digital transition. It must be
reiterated that the main goal of digital transition is to simplify the process to reduce costs
as well as increase resilience and sustainability. Therefore, it is proposed to aggregate all
urban activities into three main operative axes based on the main topics of future urban
development: energy, mobility, and resilience. These axes must satisfy and comprehend the
international framework described in the Sustainable Development Goals and in the smart
city diamond [50]. The interexchange of data between these services must be guaranteed
as well as the possibility to integrate data flows from actual databases and services already
operating inside the city environment. The research also considers the specifical require-
ment of the city of Venice in terms of cultural heritage conservation [132,133]. Artificial
intelligence needs data to obtain the best results [130], and using what is already available
can reduce training time and increase the accuracy of forecast and control routines. Digital
Twin represents a powerful tool for urban management and future development, but it
is necessary to give the developer shared and common methodological frameworks suit-
able for the specific application. The same principle was proposed in the 14th century by
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William of Ockham with Occam’s Razor philosophy: “Entia non sunt multiplicanda praeter
necessitatem”, which translates as “entities must not be multiplied beyond necessity”. The
same principle should be applied to DT systems.

Moving to the methodological approach used for this research, the following steps
have been performed for the development of the three-axial framework:

1. Analysis of the state-of-the-art for DT systems at an urban scale. As outlined in
the work of Bauer et al. (2021), various cities are progressing towards the digital
transition by developing their own urban DT systems [26]. Many cities are starting
to adopt DT systems; however, the application is usually focused on a single topic of
urban management.

2. The development of a list of general requirements for the proper development of a
DT system, based on guidelines, such as detailed in Luarini’s work about smart city
planning [40]. Moreover, the international framework for future development was
also considered, which focuses on the main fields of intervention to be addressed. In
this way, an open-access monitorable database is fundamental to start the assembly of
general requirements.

3. The definition and aggregation of the investigation topics detailed in international
frameworks and the state-of-the-art can be divided into three main axes: mobility,
energy, and residence. A higher number of axes would lead to more different services
and platforms being developed, increasing the overall complexity of the resulting DT.
Instead, based on the monitorable data study and state-of-the-art, a lower number of
services would lead to an excessive simplification that does not suit the international
framework for sustainable development.

4. The identification for each axis of a list of fields of intervention can define where it is
possible to digitalise the urban environment processes. Then, the fields of interventions
are translated into operative services, for which the DT system shall be made. As an
example, the field of intervention “monitoring of air quality levels” of the mobility
axis shall be contained in the “environmental impact service”.

5. The analysis of the data available in the Venice city open-source database.
6. The identification of new data to be integrated into the Venice data portal to establish

a DT system. If data related to a specific service are available in the database, then it
must be used in the DT system; if no data are available, it is recommended to add new
tables to make information available for the citizens, for the future development of
the DT system using innovative and secure technologies [133–138], or other uses (as
an example for a private company that wants to improve urban quality of life using
such data).

The methodological approach proposed is summarised in Figure 5.
The list of the three axes considered for the development of the DT system with their

specificities is exposed as follows:

1. City mobility: The management of road and channel infrastructure and traffic analysis,
including pedestrian flows, parking, environmental pollution, and a consequent
reduction in traffic.

2. Energy: The energy management of city infrastructures and buildings, capable of opti-
mizing and reducing energy consumption, considering the potential beneficial effects
of developing local energy communities, and outlining possible future scenarios.

3. Resiliency: The management of emergencies, such as floods, earthquakes, fires, heat
islands, waste, city parks, and change detection on new buildings due to urbanisation.

The hypotheses performed in defining the topics managed by the DT system are
defined in the following sections. The name “general directives” has been chosen, because
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they are oriented on defining the direction of the interventions for future urban develop-
ment and are based on sustainable development goals. As an additional hypothesis, the
analysis of water balances and water quality present in infrastructures is excluded from
this work and will be the subject of future developments also considering the projects exist-
ing in Venice for water management [33,137–141]. The methodology, although generally
applicable, was developed using the city of Venice as a case study. Therefore, some specific
aspects were considered as cultural heritage conservation, the presence of both waterways
and roads, and the exposure to extreme weather events possible in temperate zones.
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4.1. General Directives for Mobility Axis

Based on the international guidelines and frameworks previously reported, the main
directives that support the development of a DT system to optimise urban mobility are
reported as follows:

• Reduction in fossil fuels and traffic in public and private transport: The optimisation
of routes with consequent prediction and reduction in traffic and the monitoring
of environmental pollutants produced and carbon footprint; the extension of the
monitoring service also to maritime traffic within the canals of Venice; the management
and scheduling of electric vehicle (EV) charging stations.

• Energy optimisation of on-road systems: the efficiency of public lighting and traffic
light systems, point-to-point remote control of public lighting systems, adaptive street
and pedestrian lighting, and the evaluation of infrastructure management costs.

• Service management: predictive road lighting by machine learning and real-time
data analysis (probabilistic, geo-referenced, and prioritised for critical services), the
intelligent monitoring of parking lots, the monitoring of electrical vehicles recharging
stations, a reduction in intervention time of emergency and security services (fire
brigades, ambulances, police, etc.) through best route identification, data infrastructure
shared among different stakeholders (governance, mobility service companies), and
intelligent management of traffic light systems based on traffic data.
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• Travel: the monitoring of the flows of people (tourists, citizens, and commuters),
through and within the different urban areas to identify the most used routes, and the
most visited areas, providing indications and guidelines for urban planning.

All data collected in the area must be integrated within a dedicated service within
a DT platform for the unified management of city mobility. The system created must be
made available both to the public administration, with complete control over the various
elements, and to the public through the municipality’s open data platform and through a
dedicated web portal to give citizens consciousness of the actual traffic and any possible
issue related to their mobility inside the city.

Concerning the mobility infrastructure, the network systems used for street lighting,
roads, and local traffic management devices (traffic lights, limited traffic zones, etc.) must
also be monitored. Moreover, video surveillance systems can be integrated into the DT.

4.2. General Directives for Energy Axis

The approach for the energy axis is the same as for the mobility one. Therefore,
based on the international guidelines and the elements reported in the Section 3, the main
directives that support the development of a DT system to optimise urban mobility are
reported as follows:

• Reduction in fossil fuels: the optimisation and reduction in energy consumption
from fossil sources, integration with RES (renewable energy sources), cogeneration,
heating by traditional gas boilers, and the management of REC (renewable energy
communities); monitoring natural gas and LPG (liquid propane gas) is necessary for
assessing carbon emissions.

• Reduction in electricity consumption: referring to air conditioning and lighting sys-
tems through increasing the efficiency of electrical devices, the management and
control of air conditioning systems, integration with REC and cogeneration systems,
adaptive lighting, and the assessment of energy costs; the storage capacity of batteries
must be considered for the smart management of energy consumption.

• Preventive and predictive maintenance: ordinary and extraordinary, with active
system control by the low-level integration of data to maintain the desired efficiency
parameters [86–88,142].

• Smart planning of intervention: based on real consumption data for building up-
grading and interventions of the built environment (insulation, fixtures, etc.) and
pre-existing energy systems (boilers, air conditioners, etc.) with the capability of
forecasting the advantages in terms of energy savings due to the installation of new
systems with greater efficiency (geothermal heat pumps, congenators, etc.) and new
renewable energy sources (PV, wind, hydrogen, etc.).

• Energy management system: the development of an integrated system able to manage,
control, and predict energy consumption through predictive algorithms at different
scales (from single building up to districts). All the data collected can be integrated
into a unified management system dedicated to city management. It will, therefore, be
possible to make this system available both to the public administrators and energy
managers, with complete control over the various elements, and to the public through
open data.

• Hydrogen systems: the monitoring of hydrogen production, storage, and flows; this
element will be necessary in the future for the implementation of natural gas and
hydrogen mixtures in pipelines [143,144] and to divide the quota between fossil fuel
usage and hydrogen for the assessment of carbon emissions.

The systems to be monitored include the following: MV/LV substations, generators,
uninterruptible power supplies, amplifier systems, existing and newly installed photo-



Land 2025, 14, 83 14 of 46

voltaic systems, public lighting, traffic light systems, special systems, rainwater lifting
systems, city video surveillance systems, lighting systems for sports fields and parks, elec-
trical systems serving city markets, cippus and tombstones, boilers, electrolyzes, non-street
lighting systems, gas tanks, cogeneration plants, IoT monitoring systems, datacentres,
network systems, and all other systems that have energy consumption. Although some
systems may have reduced consumption (network systems, IoT, tombstones, amplifier sys-
tems, etc.), the sum of all contributions at the city level can make an important contribution
to the calculation of energy consumption if summed. It is beyond any doubt that the main
components of the main electrical loads must be monitored first, and then, at the second
stage, the less demanding systems will be monitored.

To include all energy carriers, the DT system should also be extended to wall-mounted
boilers that use methane gas and LPG and, in the future, to hydrogen production and
storage systems.

4.3. General Directives for Resiliency Axis

Through the integration of data from building monitoring systems and environmental
sensors, DT can provide a complete detailed view of the city considering floods, flooding
tides, hydrogeological instability, and fire risk. Data analysis using advanced models
can guide climate adaptation strategies and intervention planning to improve the city’s
resilience to adverse events [17,31–33,37,76,80,85,141,145]. Moreover, DT can be used to
detect changes in the urban landscape and to plan future urban development using what-if
scenarios and forecasting [125,126,146]. As for the energy axis, the technology can be
used for maintenance and building management, as well as to a larger scale, for urban
management, tracking restoration, and retrofitting intervention also from a structural
and functional point of view [58,79,90,147]. The list of features describing the context of
reference for the resiliency axis can be summarised as follows:

• Protection from natural disasters and extreme events: identification and early warning
for extreme events (heavy rains, hails, floods, fire, etc.), the assessment of risk area,
the management of mitigation strategies, support to emergency planning with what-
if analysis, the early identification of heatwaves, the identification of urban heat
islands, early warning system, coastal erosion assessment, and the centralisation and
monitoring of emergency procedures.

• Monitoring of built environment resilience: the analysis of the displacement map and
identification of area subject to hydrogeological instability, maintenance intervention
planning, and renovation planning.

• Preservation of cultural heritage and strategic infrastructure: dedicated and more
accurate track change analysis, the analysis of pollutants impact on building structures,
maintenance and restoration intervention planning, and dedicated what-if analysis
for extreme events impact.

• Anthropic impact and urbanisation: air quality and noise monitoring and forecasting,
land use assessment, waste and dump monitoring on the territory, urban track-change,
comparison with land register plans, what-if analysis for urban planning, and the
identification of illegal dumps and unauthorised buildings.

5. Results and Discussion
5.1. Venice City and Open Data

The city of Venice is proposed as a case study for the adoption of an urban DT system.
The choice is based on the necessity to protect the natural and cultural heritage of the
city as well as its uniqueness as for the presence of a double mobility system, based on
waterways and pedestrian roads. The city itself can be divided into two different areas,
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the historical centre and urban area of Mestre, along the western border of the Venetian
lagoon. The historical city, founded at the end of the fifth century on an archipelago of
about 118 islets rising less than one meter above sea level, is in the centre of a vast coastal
lagoon covering 70,176.4 hectares and morphologically originating from the paleo-delta
of several watercourses. The construction technique in such a unique environment, it is
based on long wooden piles embedded thickly in the marshy ground, to provide the base
for wooden, stone, and brick layer foundations, on which all the buildings and bridges in
Venice are subsequently built [132]. The evident fragility of the unique built environment
of incredible historical and cultural value, together with the very high naturalistic value of
the Venice Lagoon, led UNESCO to inscribe the city and its lagoon on the World Heritage
list in 1987 according to the positive report of the International Council on Monuments and
Sites (ICOMOS) in 1986 [133].

Venice currently has an open data database supported by the municipality. where
public data are regularly published. The database contains information related to man-
agement, administration, and resources usage. It is a relational structured query language
(SQL) database that is not suitable for managing Big Data, as necessary for DT system [24].

5.2. Mobility Axis

Below is reported the analysis carried out in the mobility axis and based on the analysis
of the information available for the Municipality of Venice.

5.2.1. Fields of Intervention

Considering the reference context, it is possible to extrapolate the main fields of
intervention by comparison with the international state-of-the-art mobility systems in
smart cities [148–150]:

• Evaluation of fossil fuel use by traffic monitoring.
• Monitoring, management, and forecasting of traffic.
• Monitoring, management, and forecasting of public lighting systems.
• Monitoring, management, and forecasting of parking lots.
• Scheduling and management of electric vehicle charging stations.
• Centralisation of traffic light control and data integration with the municipal traffic

management centre.
• Integrated management of all assets on a single system equipped with dashboards,

satellite data, and monitoring, management, and simulation capabilities.
• Installation of new sensors and devices dedicated to the analysis of the status of roads,

streets, and waterways in real time.
• Intelligent and dynamic priority to emergency vehicles.
• Monitoring of air quality levels.
• Monitoring of noise pollution levels.
• Data integration with the other services (energy and resiliency).
• Data availability to citizens and stakeholders.
• Maintaining high cybersecurity standards and a full risk regime.
• Privacy and protection of sensible data.
• Creation of a dedicated ticketing and assistance system.

5.2.2. Mobility Services

The fields of intervention for the “mobility service” can be aggregated within a reduced
number of software services that can coexist and intercommunicate. These services can
be provided through different applications dedicated to the various stakeholders with
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different levels of access to data and interaction. The list of more common services offered
is shown below:

• Traffic and parking service: Dedicated to the citizen and public administration, pos-
sibly open to third parties. The service scope is to manage and record mobility data
(road and maritime), providing information on traffic and parking to control (for
public administration) and information (for citizens). Parking lots can be monitored
to ensure the effective presence of parking spaces before travel and to avoid circular
routes that can increase on-road time and pollution. This assessment can be carried
out through image analysis and computer vision, expanding monitoring even on free
road stalls [110,111]. This information can then be made available to citizens through
mobile apps and variable message signs, as well as being integrated into an application
dedicated to parking management for the purchase of parking tickets and payment
control. The service will also provide data to the road management service for traffic
light control and limited traffic areas. Pedestrian flows can be analysed by the same
system and reported within dedicated maps, which, in the case of the insular Venice,
can also be significant for designing strategies and policies to counteract over-tourism.

• Environmental impact service: The service will be entrusted to the urban manager and
will use traffic data and dedicated sensors (IoT) to calculate the pollution produced
by on-road and naval mobility and then monitor its evolution in space and time. The
municipal administration will be able to use those data to carry out interventions
aimed at reducing environmental and noise pollution or to highlight any critical
situations with punctual accuracy on all monitored roads and waterways. Considering
the presence of air pollution services managed by ARPA Veneto (Regional Agency
for Environmental Prevention and Protection of Veneto region), the data could be
integrated between the two databases to increase the accuracy of forecasting. The
main pollutants to be monitored are reported in point “#2 Environment” of the list in
the “Monitorable Data” section. The analysis of these data will also allow the operator
to monitor situations of potential accidents, such as the presence of fires (increase in
PM and localised CO2), gas leakages on the pipeline system, or safety alarms. The
electricity consumption data of street lighting can also be integrated into the service
with the calculation of the average savings in terms of tons of CO2 equivalent.

• Roads and waterways management service: The proposed service allows the manage-
ment and monitoring of all roads, streets, and waterways present in the city: public
lighting, traffic light systems, and digital signs. The service shall also be able to
propose automatic strategies for the reduction in traffic, automatically controlling
road intersections according to the logic of green wave and smart priority (emergency
vehicles). Public lighting systems on roads (driveways, cycle, and pedestrian paths),
and waterways shall be controlled automatically by the service based on cameras,
light meters, and presence sensor data, as well as through sonar, radar, and the GPS
localisation system of all circulating public and private vessels. This would allow
lights to be automatically reduced according to actual need. Turning off lights is
not an option because of safety navigation concerns. However, regulating the light
fluxes can reduce the overall energy consumption of lighting systems as well as reduce
lighting pollution.

Figure 6 shows the component of the mobility service reported in the previous list.
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5.2.3. Venice Open Data Analysis

Concerning the data available online on the Venice open data portal and considering
the service proposed for the management of city mobility, the database has been analysed.
As a result, it is necessary to implement new dedicated database tables oriented towards
the missing data as well as consider how the available data can be used to implement the
different services provided by the DT platform. This analysis showed a lack of information
on some of the proposed fields of intervention. As an example, data relating to the general
directive of services management are missing. It is, therefore, necessary to develop new
datasets to be shared on the Venice open data portal.

Figure 7 shows the data present in the Venice open data database that can be integrated
into the DT platform.

5.2.4. Interaction Among Services, General Directives, and Fields of Intervention

Based on the Venice open data database, the assets involved, and the services proposed,
it is possible to define the interaction among services, general directives, and fields of
intervention aiming at the objective of sustainability and digitisation of city infrastructures.
The interaction among different fields of intervention and general directives is reported in
Table 1 where the letter “X” indicates an existing relationship.
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N. Fields of Intervention

1 Evaluation of fossil fuel by traffic monitoring. X X

2 Monitoring, management, and forecasting of traffic. X X X

3 Monitoring, management, and forecasting of public
lighting systems. X X

4 Monitoring, management, and forecasting of parking lots. X X X

5 Scheduling and management of electric vehicle
charging stations. X X

6 Centralisation of traffic light control and data integration with
the municipal traffic management centre. X X X

7
Integrated management of all assets on a single system
equipped with dashboards, satellite data and monitoring,
management, and simulation capabilities.

X X X X

8 Installation of new sensors and devices dedicated to the
analysis of the status of roads and channels in real time. X X X

9 Intelligent and dynamic priority to emergency vehicles. X

10 Monitoring of air quality levels. X X X
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N. Fields of Intervention

11 Monitoring of noise pollution levels. X X X

12 Data integration with the other services (energy and resiliency). X X X

13 Data availability to citizens and stakeholders. X X

14 Maintaining high cybersecurity standards and a full risk regime. X X X X

15 Privacy and protection of sensible data. X X

16 Creation of a dedicated ticketing and assistance system. X X X X

The interaction among the proposed services and the directives is expressed in Table 2.

Table 2. Interaction among directives and proposed services for the mobility axis.

General Directives Services

Reduction in fossil fuel and traffic in public
and private transport

Traffic and parking service
Road, streets, and waterways

management service

Energy optimisation of on-road systems Road, streets, and waterways
management service

Service management

Traffic and parking service
Road, streets, and waterways

management service
Environmental impact service

Travel Road, streets, and waterways
management service

5.3. Energy Axis

Below is the analysis carried out on the energy axis and based on the investigation of
the information available for the Municipality of Venice.

5.3.1. Fields of Intervention

The energy component plays a role of primary importance in city sustainability as
also reported in the IEA’s 2022 report on building consumption [151]. DT systems can
effectively improve the energy efficiency and environmental sustainability of buildings and
systems as demonstrated by the many studies in the literature [130,152–154].

This process can be achieved through the integration of data from the various BMSs
(building monitoring systems) and the most advanced BACSs (building automation and
control systems) installed on the infrastructures subject to efficiency measures [155–157].
Existing and previous monitoring and control systems may not be compatible with this
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approach and may need to be updated or replaced [94,158]. Data monitored from individual
buildings and infrastructures can be integrated into an urban DT to provide a broader
overview from an energy perspective. By creating a basis for the establishment of RED
(renewable energy districts) and REC (for example, preferring energy from RES when
available or stored in the neighbouring area). The data collected could contain additional
information regarding the operating status, the interventions to be carried out, and the real-
time efficiency of the various connected devices. Expanding the analysis with additional
data (such as efficiencies, operating status, error codes, etc.) can provide a basis for the
integration of advanced machine learning and artificial intelligence models able to analyse
(through real data) future energy needs, the best efficiency strategies, usage habits, the
most reliable systems, and to plan potential RED and REC. The creation of a DT system
involves specific design choices and the use of standardised and cutting-edge systems for
the analysis, transmission, and processing of data, choices that are easily implemented on
the “new”, but which require targeted interventions for all “retrofitting” operations. This
is a severe issue in the case of Italy and Venice, which possesses one of the oldest built
environments in Europe [159].

In addition, given the possibility of real-time and predictive control, DT systems are
candidates in response to the needs of full risk about the security of connected systems,
providing real-time responses to malfunctions and allowing the automatic creation of
service tickets for the maintenance and restoration of buildings and infrastructures.

Including the energy component from methane gas and LPG, the integration of data
from boilers can provide information on the state of maintenance, efficiency, and con-
sumption and for the identification of leaks. These data can be integrated with the data
of the Single Regional Thermal Cadastre (Directive 2010/31/EU) for the monitoring and
control of certification interventions. The same data can also be used as a basis for the
installation of new high-efficiency thermal plants (heat pumps) or combined thermal plants
(cogeneration) to eliminate fossil fuels other than hydrogen generation and storage systems.
The main consumption contribution for a building during the winter period is heating;
therefore, the integration of data from REC combined with energy efficiency interventions
and the installation of heat pump systems will make it possible in the future to achieve
the ambitious goal of zero emissions for 2050 and to increase the energy class of buildings
above D by 2030.

Considering the highlighted picture, it is possible to create the following list of fields
of intervention for the energy service:

• Assessment and reduction in the use of fossil fuels (methane, LPG).
• Monitoring and forecasting of hydrogen production and storage.
• Monitoring and management of RES with and without storage.
• Monitoring and management of air conditioning systems.
• Use of occupancy data for energy optimisation (lighting and air conditioning).
• Development of Renewable Energy Communities (RECs).
• Centralisation and unification of data from BMS and BACS on a city platform.
• Integrated management of all assets on a single system (with dashboards, satellite

data, monitoring, management, and simulation capabilities).
• Installation of new sensors and devices dedicated to the analysis of energy consump-

tion systems (air conditioning, power systems, lighting, handling, elevators, etc.).
• Intelligent and dynamic prioritisation of RES sources.
• Monitoring and control of the operating status of the devices (FDD—fault detection

and diagnosis).
• Safety analysis (full-risk assessment).
• Data integration with existing databases and services.
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• Accessibility to data to stakeholders.
• Maintaining high cybersecurity standards.
• Privacy protection.
• Scalability of systems, from the single asset to the smart city level.
• Creation of a dedicated ticketing and assistance system.

As additional elements, and dedicated to efficiency measures not directly related to
the DT system, the following additional intervention parameters are highlighted:

• Multizone climate management: temperature regulation according to different modes
of use and environments.

• Automatic identification analysis of efficiency interventions (replacement of fixtures
and installation of thermal coats, insulation, reduction in thermal bridges, use of
low-emission paints).

• Replacement of gas heating systems with more efficient systems (heat pumps).
• Installation of new RES plants (photovoltaic, wind, etc.).
• Maintenance of indoor environmental comfort standards.
• Combined interventions for NZEBs (near zero energy buildings).

5.3.2. Energy Services

The fields of intervention highlighted can be aggregated in services dedicated to
the energy axis. These sub-services will be able to coexist and communicate with each
other as well as allow the various stakeholders access to the data with different levels of
authorisation, increasing the resilience of the infrastructures. The list of services offered is
shown below:

• Energy service: Dedicated to the citizen and the manager, and possibly open to
third parties. The service will be responsible for managing and recording data on
production from RES, consumption, and exchange of electricity dedicated to the
establishment of REC. Starting from the data monitored within the infrastructures in
terms of electricity produced and consumed, it is possible to monitor and optimise
energy flows, preferring the renewable quota for the power supply of all the connected
systems monitored by the DT. The consumption of individual devices equipped with
smart sockets or digital communication interfaces (heat pumps, lights, load lifting
motors, etc.) and the electricity produced in real time by the connected RES systems
(photovoltaic, wind, etc.) or cogeneration systems can be monitored. Electricity can be
fed into the grid, stored on batteries, converted into green hydrogen, or used on-site,
preferring its use within neighbouring infrastructures (energy districts) whenever
possible, thus saving energy the lost by its transport. The service shall be extended
to any private RES systems, providing real-time and predictive data on the energy
produced and consumed locally and globally. Any faults or malfunctions can be
detected based on the data and transmitted to the management and maintenance to
reduce downtime and maintain a high overall efficiency. The monitored data will,
therefore, have different levels of authorisation to allow them to be read and written
by the managers of the individual connected infrastructures, the stakeholders who
will rely on this system, and the municipal administration (which has full access).

• BACS service: The service is dedicated to building managers and will use data from
sensors and installed actuators (IoT) to monitor the status of all connected systems
belonging to the same building. The manager will be able to use these data to carry out
further interventions and maintenance activities, as well as have a complete overview
of the operating status of all connected systems. This will make it possible to propose
coherent strategies based on the current situation of buildings aimed at reducing
environmental pollution, reducing the carbon footprint, increasing sustainability and
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resilience, and reducing inefficiencies. The analysis of these data will also make it
possible to monitor accidental situations, such as the presence of dangerous failures
from a safety point of view (e.g., breakage of elevators) or alarms (interruption of
power). The service will also manage the efficiency parameters of the systems starting
from electricity consumption and production data, to control and regulate thermal,
air conditioning, and lighting systems and all non-critical and regulable systems.
Occupancy data for the reduction in consumption (for example dimming lights and
regulating air conditioning systems in the event of the absence of people inside the
rooms), data on energy stored through storage, and ticketing data can be integrated
into the service.

Figure 8 shows the components of the mobility service reported in the previous list.
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5.3.3. Venice Open Data Analysis

By analysing the data on the Venezia open data portal and focusing on the energy axis,
an attempt was made to evaluate the available databases, highlighting potential gaps and
areas for integration. These data can be used internally (managers), externally (maintainers,
stakeholders), and after agreement with the municipality, shared publicly on the portal.
These data can be acquired by the urban DT system, and at the same time, the open data
can feed the DT using the following datasets (Figure 9).

5.3.4. Interaction Among Services, General Directives, and Fields of Intervention

The interaction analysis is based on the Venice open data, the assets involved, and the
services proposed. This analysis aims to identify how the general directives and fields of
intervention cooperate to achieve sustainability and digitisation of city infrastructures.

The interaction among fields of intervention and general directives is reported in
Table 3, where the letter “X” indicates an existing relationship.
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N. Fields of Intervention

1 Assessment of and reduction in the use of fossil fuels. X X

2 Monitoring and forecasting of hydrogen production and storage. X X X X

4 Monitoring and management of RES with and without storage. X X X X X

5 Monitoring and management of air conditioning systems. X X X

6 Use of occupancy data for energy optimisation. X X X

7 Development of REC. X X X X

8 Centralisation and unification of data from BMS and BACS on a
city platform. X X X X

9 Integrated management of all assets on a single system. X X

10 Installation of new sensors and devices dedicated to the analysis of
energy consumption systems specific. X X X X



Land 2025, 14, 83 24 of 46

Table 3. Cont.
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N. Fields of Intervention

11 Intelligent and dynamic prioritisation of RES sources. X X X

12 Monitoring and control of the operating status of the devices. X X X

13 Safety analysis. X X

14 Data integration with existing databases and services. X X X X

15 Accessibility to data to stakeholders. X X X X

16 Maintaining high cybersecurity standards. X X X X X X

17 Privacy protection. X X X X

18 Scalability of systems, from the single asset to the smart city level. X X X X

19 Creation of a dedicated ticketing and assistance system. X X

20 Multizone climate management X X

21 Automatic identification analysis of efficiency interventions. X X X X

22 Replacement of gas heating systems with more efficient systems. X X X X

23 Installation of new RES plants. X X X X

24 Maintenance of indoor environmental comfort standards. X X

25 Combined interventions for NZEBs. X X

The Interaction between the proposed services and the directives is expressed in Table 4.

Table 4. Interaction among directives and proposed services for energy axis.

General Directives Services

Reduction in fossil fuels Energy service

Reduction in electricity consumption Energy service

Preventive and predictive maintenance BACS service

Smart planning of intervention Energy service
BACS service

Energy management system Energy service
BACS service

Hydrogen system monitoring Energy service



Land 2025, 14, 83 25 of 46

5.4. Resiliency Axis

The following analysis is related to urban resilience, based on the state-of-the-art, open
data of the Municipality of Venice, and the satellite data available from the Copernicus service.

5.4.1. Fields of Intervention

Venice is one of the sites recognised by UNESCO World Heritage as a World Heritage
Site, and although it is not presently on the list of sites considered at risk [160,161], the risk
status was considered during the time. The Venice case was discussed during the UNESCO
meeting held in Riyadh, Saudi Arabia in 2023, and after a long debate and observation,
the decision taken was not to add the city and its lagoon to the World Heritage in Danger
list but to continue the monitoring the city issues, including overtourism and extreme
climatic events affecting the city’s high fragility due to its construction in the lagoon and
the continuous increasing flooding phenomena. The management of resilience is, therefore,
presenting specific risks, which extend both to the lagoon area and neighbouring coastland
area. This situation involves the need to implement different monitoring systems in the
two considered areas, converging data within the same DT system.

The Municipality of Venice comprises the lagoon area, on which the historic city is
built, and the coastland area surrounding it. The total area of the municipality is 415.9 km2,
of which 257.73 km2 is made up of inland waters [162,163].

The presence of the lagoon and its canals in the area comprising the harbour canal
system involves a unique hydrological context. Therefore, a detailed analysis of potential
risk areas is essential to understand flood risk and to formulate appropriate management
strategies. To overcome this problem, the Municipality of Venice, through the Decentralised
Functional Centre of the Veneto Region (C.F.D.), constantly monitors the hydrogeological
risk and potential issues warnings to the population.

The Municipal Emergency Plan (PCE) produced by the Local Police and Territorial
Security Area (APLS) represents a fundamental tool in the field of water resources man-
agement and the prevention of hydrogeological risks that can be used as a base for the
definition of area where use the DT to monitor rainfall and rivers levels. The areas of
particular interest identified by the PRGA (General Flood Risk Plan) and the PA (Flooding
Plan) are identified as the floodable areas with very high probability (R4), high probability
(R3), and medium probability (R2) of flooding, visible in Figures 10 (PRGA) and 11 (PA).
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The map shows the risk of flooding related to rain based on 4 different probabilities, from R1
(moderate risk) to R4 (very high risk).
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It must also be considered that the plan concerns only the areas of coastland; the lagoon
area is in any case subject to tidal phenomena and is excluded from these documents. The
higher-risk areas are mainly distributed near the centre of Mestre and in the industrial zones.
Of these areas, the greatest risk belongs to the banks of the river Dese, in the area from Tarù
to the river mouth, located in the northern part of the municipal territory. The banks of the
Marzengo River are considered at risk of subsidence and overflowing. The considerable
extension of areas subject to high flood risk (R3) suggests the need to implement specific
risk management strategies to mitigate the potentially significant impact on infrastructure,
communities, and the urban environment. Currently, Venice has its own system for the
management of flooding in the lagoon area [165], which can be a considered as component
for a future DT system.

The fire risk potentially concerns all areas with greenery and the two pine forests
in the Lido Island (Alberoni and Ca’Roman pine forests). As a general reference for risk
assessment, the dataset offered by the service is taken as a reference Copernicus (Fraction
of Green Vegetation Cover 2014-present) that quantifies the spatial extent of the vegetation
based upon PROBA-V and Sentinel-3/OLCI data updated on 10 September 2024 (Figure 12)
has been reported.
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Figure 12. Fraction of green vegetation cover in percentage (generated using European Union’s
Copernicus Land Monitoring Service information). The image is based on satellite data calculated on
300 square meter pixels and ranges from zero (no vegetation) to 1 (completely covered by plants).

The risk of fires is reduced in the urbanised area due to low vegetative indices but
increases in the neighbouring green areas and in the Lido area, where there are extensive
green areas shows the displacement map from the SAR (Synthetic Aperture Radar) satellite
data taken by the Copernicus European Ground Motion Service (dataset D23-095). The data
show an average directional shift towards the southwest of 2 mm/year on the ascending
node in the period from 2018 to 2024 (Figure 13). The measures demonstrate a low risk of
landslides and subsidence; however, the presence of a service dedicated to the punctual and
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continuous analysis of the territory can provide an integrative measure for the protection
of the city’s cultural heritage.
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Copernicus Land Monitoring Service information).

The use of DT in combination with satellite data allows for the acquisition, processing,
and analysis of multidimensional data in real time, facilitating the proactive management
of hydrological dynamics, the assessment of the stability of structures, and the prevention
of fires in green areas. Therefore, during DT development, it is also necessary to consider
available datasets coming from other sources than the municipality as weather and air
quality data. DT systems allow for real-time and predictive monitoring, supporting the
safety of connected systems, and facilitating the proactive management of maintenance
interventions. In addition, the integration of data from buildings, plants, and monitoring
spread throughout the territory can contribute to the assessment of the state of maintenance
and the management of phenomena, such as heatwaves and urban heat islands, collaborat-
ing in the transition to more sustainable energy sources, supporting the goal of achieving
zero emissions by 2050 and improving the energy class of buildings by 2030. The main
fields of intervention to promote urban resilience can be listed as follows:

• Monitoring of flooding and rainwater: The DT can be integrated with flooding data for
critical infrastructures, concerning the mobility systems most subject to this type of sce-
nario (underpasses), and all those systems subject to obstructions due to the presence
of external agents (gratings, rainwater disposal wells, etc.). The management of these
systems can be achieved through dedicated sensors supported by weather data and
statistical analysis tools (last maintenance, adverse weather) to ensure the fulfilment
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of all maintenance operations and the correct operation of anti-flooding systems. This
process can also integrate data from existing flow meters or through punctual analysis
on nodes of interest (underpasses, underground areas, riverbanks, etc.) to ensure high
precision and accuracy and display the status of the monitored systems, allowing
operators to act in time through targeted interventions, thus reducing critical and
dangerous situations, for example by closing a road before its flooding and giving
travel alternatives to citizens. The presence of any flooding should be signalled to
the operators through automatic alarms able to detect even potentially dangerous
situations (i.e., excessive water on the road surface or high water levels on rivers). In
addition, the wastewater collection tanks used for the disposal of water of meteoric
origin should also be monitored. It is important to install, where necessary, digital
road signs for vehicles (traffic lights), depending on the type of alarm and the level of
danger. The monitoring data should be integrated centrally with Earth Observation
data and transmitted by independent and high-reliability networks (GPRS or SatCom).
Using satellites, it is possible to develop a “change detection” analysis capable of
detecting the differences between two scans carried out at different times [166–168].
Given the presence of a flooding control system for the historic centre of Venice, these
systems should be implemented for the entire area outside the lagoon and interfaced
to get information on the water level in the lagoon [140,165,169].

• Fire risk analysis: Using satellite data and “change detection” techniques based on
vegetative indices, it is possible to monitor the areas at risk of fire and the possible
extension of fires [170–172]. In addition, it is possible to estimate the environmental
damage on the territory in terms of area burned and ecosystemic damages. Using
visible and hyperspectral bands, it is also possible to identify high-risk areas of fire,
such as illegal landfills [173–175].

• Heatwaves and urban heat island: The use of satellite surveys for the evaluation
of heatwaves is an advanced methodology that exploits the capabilities of satellites
to detect and monitor thermal variations on the Earth’s surface. This approach, in
combination with medium–long range weather forecasts, provides a precise and
detailed assessment of heatwaves, allowing for a timely and targeted response to
mitigate the associated risks. The evaluation activities of the heatwaves are based
on the processing of the time series of satellite images acquired during the period of
interest [176–178]. The urban heat islands are areas subject to higher temperatures
than the neighbouring territory due to specific local urban geometry and the building
and ground pavement materials used. The raw satellite imagery is then processed
to remove any artefacts, correct geometric distortions, and calibrate thermal data
to obtain accurate measurements of surface temperatures. Using advanced thermal
analysis and anomaly detection algorithms, these areas can be identified. The analysis
is carried out by studying the historical average of local temperatures or using pre-
established threshold limits. Areas with high temperatures can then be segmented
into polygons to create a vector representation of these phenomena and provide the
city manager with an accurate and detailed visualisation of the territory, allowing any
urban planning interventions aimed at reducing their intensity or size [179–181].

• Urbanisation analysis: Comparing two satellite images with a change detection analy-
sis, it is possible to identify the change in building geometry and identify anomalies
by comparison with the land registry database [182–184]. The result is represented by
a vector file composed of one or more polygons that shows every intervention made
during the period between the images.

• Waste and pest control: Using satellite images and GIS data, it is possible to identify
wastes [173–175], track its movements [109], control landfills, and identify illegal
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dumps. Pest control can be made by dedicated sensors able to monitor traps and
movement and analyse images to obtain information on the fauna present inside
urban and agricultural areas. Using these data, specific intervention strategies can be
adopted to reduce pest numbers.

• Urban green areas and agriculture: Vegetative index and weather data obtained
from EO services can be combined with water data (rivers water levels, meteoric
water basins, etc.) to provide information on actual crop status and to plan future
interventions to increase water basins and quality, preserving food production and
urban green areas also in case of extreme heat [185–187]. The risk is not only related to
heat but also cold or hail. Therefore, the development of an automatic alert system
can help farmers to save their crops allowing them to act in time. Data can be also
obtained from local sensors or dedicated UAVs (unmanned aerial vehicles) [188–191].

5.4.2. Resiliency Services

The fields of intervention listed can be aggregated within a small number of services
that can coexist and communicate with each other and with the other axes. These services
can be applied to different applications dedicated to various stakeholders with different
levels of access to data and interaction.

• Emergency monitoring and coordination service: Through Earth Observation data
and meteorological IoT sensors distributed throughout the city, the service allows for
the monitoring of weather, providing on-time alerts in case of potentially dangerous
situations (fire, flooding, tornadoes, earthquakes, etc.). The data must be updated in
real time in the event of extraordinary weather conditions, including intense thun-
derstorms, strong winds, heatwaves, drought, heavy snowfall, excessive pollutants,
hail, and other severe events. The service must also integrate tide forecasting data
to monitor the lagoon and surrounding rivers, air quality and noise data, data from
ARPA Veneto, NOAA datasets on sea conditions, and any other relevant database.
The service will allow citizens to be informed in advance about potential adverse
events, giving the competent authorities the time to activate emergency plans as well
as monitoring the real-time situation with high precision. Emergencies must be co-
ordinated centrally to quicken response and recovery interventions and to not cause
interferences between the various authorities. The service must provide a communica-
tion system to allow rapid dissemination of information and must be manned by a
control room belonging to the service for civil protection. Using georeferenced data
from the hydrogeological risk management service and from the services belonging
to the mobility axis (traffic and parking service and road and channels management
service), it will be possible to act with real-time information and to make consistent
emergency plans based on real data and the road situation. Emergencies must also
include extreme heat phenomena that represent a significant risk to public health and
agriculture, serious road accidents, landslides, collapses, explosions, and all situations
that require timely intervention.

• Infrastructures and land monitoring service: All maintenance interventions and the
state of conservation must be planned within this service, which will have to consider
separately the protected cultural heritage and the city’s strategic infrastructures. The
separation is necessary to ensure the adoption of higher standards relating to data
processing for all structures considered components of the World Heritage Sites or that
may jeopardise the safety of citizens or the performance of production and services
activities. The service must allow the development of what-if scenarios to analyse the
impact (economic, social and mobility) due to the execution of the interventions [192].
Data can be acquired through IoT sensors placed on the territory (accelerometers,
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Lidar, crack meters, etc.), from the energy axis (BACS service), have a historical origin
(last maintenance), or be based on information from citizen reports. FEM models can
be used for data analysis [193–195] or FDD [89,196–198] in the case of interventions
on structures, or it is possible to use other models for the assessment of costs [199],
downtime [200,201], environmental impact [202], life cycle [200,203], and all other
parameters of interest by the competent authority. Using hydrological and rainfall
data from monitoring stations distributed along watercourses, the lagoon, basins,
and flood risk areas, the service will allow us to monitor the level of the rivers, the
water flows and tidal movements. Data relating to water quality (pollutants, turbidity,
etc.) and soil erosion can also be integrated into the service. It will make it possible
to identify potential risk situations related to hydrogeological instability and will
allow authorities to take preventive and mitigating actions before the occurrence of
accidental events. The service must also consider the maintenance of public land,
including gardens, parks, and uncultivated territories owned by the municipality, to
ensure the absence of fire risk or the proliferation of pests.

• Urban planning: The service is intended to control the evolution of urban areas and
land register discrepancies over time by a track change analysis performed using
Earth Observation data. Moreover, using the same data, it will be possible to monitor
the presence of unauthorised building interventions, the presence of illegal landfills,
and the tracking of waste through the territory. The service must also allow the
assessment of the effects due to fire scenarios and potential areas at risk and to draw
safety perimeters for preventing any risks for the population. The service must include
a toolkit to allow urban planning (districts, roads, gas pipelines, power lines, etc.)
according to city expansion through what-if scenarios supported by AI. Finally, by
monitoring and forecasting temperatures and climate patterns, the service can identify
areas at high health risk due to the presence of heat islands and coordinate targeted
interventions to mitigate their effects.

Figure 14 shows the component of the resiliency service reported in the previous list.
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5.4.3. Venice Open Data Analysis

Considering the Venice open data database, there are information pertaining to urban
planning, civil protection, cultural heritage management, and urban pollution monitor-
ing. Specifically, it includes datasets of companies participating in public works tenders,
requests for urban maintenance interventions, concessions, construction site monitoring,
authorisations granted, and statistical data, and georeferenced information on public land
authorised use. Additionally, data supporting emergency management are included, such
as archives for tracking hydraulic alarms and the recent emergency SMS service IT-Alert, the
national public warning system for direct information to the population, which broadcasts
useful messages to mobile phones in specific geographical areas in the event of imminent
or ongoing serious emergencies or disasters. The IT-Alert message, once transmitted, is
received by anyone who is in the area affected by the emergency and has a mobile phone
switched on and connected to the telephone cells. The database also contains archival
information related to UNESCO-protected cultural heritage through the initiative “#En-
joyRespectVenice”, a campaign launched in 2017 to raise awareness for preserving the
city’s integrity and authenticity through sustainable tourism, while safeguarding residents’
daily lives. This initiative was established in response to the challenges posed by over-
tourism [204–206]. These records provide valuable information for the protection and
management of safeguarded assets. The database also includes data on human resources
involved in risk prevention and the sustainable urban mobility plan, aimed at improving
air quality. As for the other services, the data that can be integrated into the urban DT
system are reported in Figure 15.
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5.4.4. Interaction Among Services, General Directives, and Fields of Intervention

As for the other axes, the interaction among general directives and fields of inter-
vention has been performed and is reported in Table 5, where the letter “X” indicates an
existing relationship.

Table 5. Relationship between general directives and fields of intervention for the resiliency axis.
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N. Fields of Intervention

1 Monitoring of flooding and rainwater X X X

2 Fire risk analysis X X X

4 Heatwaves and heat island X

5 Urbanisation analysis X X X X

6 Waste and pest control X

7 Urban green and agriculture X X

The Interaction among the proposed services and the directives is expressed in Table 6.

Table 6. Interaction among directives and proposed services for the resiliency axis.

General Directives Services

Protection from natural disasters and extreme events Emergency monitoring and coordination service
Infrastructures and land monitoring service

Monitoring of built environment resilience Infrastructures and land monitoring service

Preservation of cultural heritage and strategic infrastructure: Infrastructures and land monitoring service
Urban planning

Anthropic impact and urbanisation Infrastructures and land monitoring service
Urban planning

6. Discussion
Developing a DT for a fragile city such as Venice is not a simple task and requires many

services to address the high number of urban needs. Moreover, looking at the actual state
of the Venice open data database, it is evident that it needs improvements with real-time
urban data to feed the DT platform. Applying the framework presented in this study to the
database showed the following limitations that must be acknowledged to contextualise the
results and outline directions to develop a future urban DT.

6.1. Improvements Related to the Mobility Axis

Regarding the mobility data analysis, the list below evidences possible data sources to be
added to the Venice open data database to create a DT that is compliant with the general directives:
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• Service Management: the number of individual free and occupied stalls in specific
areas of interest, analysis of permanence time and stops on monitored roads and
waterways, forecast and real-time data of availability of parking spaces, accidents,
disservice time, and smart traffic light location.

• Travel: data relating to sensors location, measurements, and forecast (IAQ, noise,
smart lights’ location, crowding, public transport usage, parking availability, etc.).

• Reduction in fossil fuels and traffic in public and private transport: traffic analysis
data on primary and secondary roads, travel times, carbon footprint due to public and
private mobility, average speed on roads, location, and use of EV charging stations.

• Energy optimisation of on-road system: the monitoring of energy consumed for street
and waterways, lighting and other devices, and the evaluation of energy consumption
on a daily/monthly/annual basis.

6.2. Improvements Related to the Energy Axis

Energy data can be improved with future-proof capabilities, such as information re-
garding the monitoring of hydrogen storage, production, and consumption, an energetic
vector considered a key for future global development and the ecological transition. Ad-
ditionally, the data currently monitored are not updated in real time. Moreover, properly
managing energy loads to meet renewable production and storage is a key factor for ensur-
ing a proper energy balance and optimizing load scheduling. Another critical issue regards
the absence of data related to the availability of renewable energy sources and the lack of
citizen and local communities’ involvement in promoting sustainable behaviours, which is
essential for establishing renewable energy communities (RECs).

Considering the fields of interventions and the general directives, Venice open data
can take advantage of new data tables related to:

• Reduction in fossil fuels: Energy produced by renewable energy systems (RESs) en-
compasses the number of installations, types of systems in place, and the energy
generated on a daily, monthly, and annual basis. To support the reduction in fossil
fuels, it is essential to monitor both average and peak power output over these periods,
alongside tracking revenues from energy sales. Additionally, assessing the operational
status and geographical location of each installation provides critical insights. Incor-
porating data on energy storage and the equivalent amount of CO2 saved further
enhances the evaluation process. These comprehensive metrics enable an accurate
assessment of how RESs contribute to lowering fossil fuel consumption, highlighting
their relevance and positioning within the energy landscape.

• Reduction in electricity consumption: Energy consumption by buildings and facil-
ities involves the detailed tracking of energy used on a daily, monthly, and annual
basis, encompassing specific systems, such as air conditioning and indoor lighting.
To effectively reduce electricity usage, it is essential to monitor both instantaneous
peak power and average power across these timeframes, along with associated energy
costs. Additionally, collecting data on the operational status, the purpose of each
building, and their locations is necessary to identify areas with significant consump-
tion and determine where energy efficiency measures should be applied. Monitoring
the percentage of energy sourced from renewable energy systems (RES) and calculat-
ing the equivalent amount of CO2 produced further enhances the understanding of
overall energy performance. By integrating these comprehensive metrics, organisa-
tions can accurately assess energy usage patterns, identify high-consumption areas,
and implement targeted strategies to minimise consumption and improve overall
energy efficiency.



Land 2025, 14, 83 35 of 46

• Preventive and predictive maintenance: Gathering comprehensive data on energy
efficiency improvements is essential for enhancing overall efficiency. This includes
details about the positioning of new sensors and systems installed for activities such
as lighting and air conditioning, as well as information on the target areas, cost,
timeline, and location of these installations. Additionally, tracking the initial and final
energy ratings of the facilities or systems involved allows for continuous monitoring
of the long-term benefits of energy saving measures. Monitoring the connected
system status, the date of the last maintenance, and the operational condition of
these systems facilitate effective planning for future predictive maintenance. By
integrating these elements, organisations can effectively evaluate the impact of energy
efficiency initiatives, ensure sustained benefits, and optimise the performance of their
energy-saving strategies.

• Smart planning of intervention: Energy efficiency interventions encompass various
types, such as maintenance, efficiency upgrades, and restoration, each associated with
specific costs, timelines, and locations. Detailed information on these interventions
includes the starting and final energy classes of the facilities or systems involved,
as well as the power installed by renewable energy systems (RES). Monitoring local
energy consumption, particularly within renewable energy communities (RECs), is
crucial for coordinating energy production and usage. This involves collecting data
on energy fed into and drawn from the grid, enabling the optimisation of renewable
resource utilisation and contributing to the reduction in overall energy impact. By
integrating data on energy efficiency measures with insights from local energy con-
sumption patterns, organisations can effectively plan and implement interventions
that enhance energy performance, optimise RES deployment, and achieve sustained
energy savings within their communities.

• Energy management system: monitoring of the energy consumed on a local (dis-
trict/community) level and consequent estimation of the energy injected, stored, and
subtracted from the grid.

• Hydrogen system: Including comprehensive information about the monitored in-
stallations is fundamental for effective oversight. This encompasses details on the
production and storage of hydrogen from renewable energy systems (RES), as well
as the placement of new sensors and systems, such as lighting and air conditioning
controls. Currently, data on hydrogen production amounts and storage capacities are
essential, and future monitoring will extend to hydrogen flows within gas ducts. By
integrating information on the positioning and operation of these new sensors and sys-
tems with hydrogen-related metrics, organisations can ensure efficient management
and optimisation of their energy infrastructure. These elements are vital to enhance
renewable resource utilisation, support the expansion of hydrogen infrastructure, and
maintain the robust oversight of all energy systems.

6.3. Improvements Related to the Resiliency Axis

Lastly, the DB analysis about resiliency has revealed the lack of some fundamental
data for the creation of DT services oriented to urban resiliency. As before, below is a list of
possible data to be integrated related to the general directives:

• Urban planning and maintenance: implement a dynamic information system for con-
struction sites, land use, and maintenance using extensive sensor networks that moni-
tor infrastructure, traffic, and city activities; integrate real-time and historical data for
predictive simulations to assess the impacts of urban expansion or new constructions;
develop a 3D parametric model of buildings, streets, and public properties to enhance
planning and visualisation, linking data with the city’s physical representation.
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• Disaster response and civil protection: enhance data analysis with real-time informa-
tion on critical conditions to enable effective crisis scenario simulations; establish an in-
stant feedback mechanism for emergency data to ensure timely and efficient responses.

• Cultural heritage: upgrade Venice’s open data portal with a real-time database by
combining sensor data on building facades (monitoring humidity, movement, integrity,
and geometry) with satellite data to reduce errors; create a 3D parametric interactive
model of historic buildings to facilitate restoration simulations and prevent damage.

• Urban pollutant surveillance: develop a dynamic mapping system for pollutant
sources and correlate pollutant levels with health indicators; utilise a Digital Twin
(DT) system to analyse the interactions between climate change, pollution, and public
health and propose mitigation actions through simulations.

DT is a key component for the digital and environmental transition and the future
development of smart cities. It represents a tool that is expected to be adopted in many
cities due to its versatility in terms of planning and management, fulfilling the conceptual
structure reported in the smart city diamond [40]. However, without proper optimisation
and database architecture, any DT system risks become ineffective because of the lack of
data. According to the case study of Venice, its open, public database needs many im-
provements before it can be effectively used. Specifically, the following elements should be
introduced in the form of new data tables: IoT sensor data in real-time aggregated historical
analytics and metrics, bidirectional communication interfaces with an API (application
protocol interface) to BACS (building automation and control systems), Earth Observation
services, and to utility services, forecasting data generated by predictive algorithms to
enhance monitoring and responsiveness to extreme events.

The current gaps in the database, as highlighted in the analysis, may significantly
hinder the effectiveness of the proposed Digital Twin framework. The absence of real-
time data has a severe effect on the capability of analysing traffic, parking availability,
and energy consumption, reducing the system’s ability to provide accurate forecasts and
resource management. Similarly, the lack of comprehensive data on hydrogen production,
storage, and integration with renewable energy sources limits progress towards achieving
energy sustainability goals. In terms of resiliency, missing information on urban flooding
risks, fire hazard mapping, and environmental monitoring constrains the system’s capacity
for timely and effective disaster response.

Such improvement would represent a significant technological innovation, driving
the smarter management of the city. However, considering the huge amount of data that
can be daily uploaded to the database, it is fundamental to consider a scalable approach
using Big Data technologies to maintain the database responsive also under heavy loads.

As an example, this would be carried out by migrating the database from the current
type of structured query language (SQL) to another, more suitable for IoT data, such as
NOSQL [134,135] or time-series [136,137], and considering the use of most innovative
technologies, such as Kubernetes. Transparent management developed using as a single
connection point from an open database would help in coordinating urban efficiency inter-
ventions, while engaging stakeholders and citizens through renewable energy communities
(RECs), thus promoting community-led and sustainable energy management. Compa-
rable benefits would be acquired in terms of urban mobility, where citizens can access
real-time data about traffic, parking lot availability, electrical charging station locations,
and information on expected road intervention. Moreover, the open data can also be used
to coordinate emergency services and infrastructure management to ensure timely and
effective responses to crises. Considering the smart city diamond, this would fit the citizen
and governance dimensions, advancing sustainable urban management.
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Data and databases are an integral part of any digitisation process, and the use of
pre-existing infrastructures can reduce the costs and the time required to develop DT
systems. Through communication among databases, it is possible to converge all public
data collected and processed for daily use within a single container, making them available
not only to public administrations but also to other digital systems at the service of the city
and even individual citizens willing to be informed about city management [145–150]. To
date, there is no DT for the city of Venice, and the present study stands as a preliminarily
conceptual proposal for its future realisation.

7. Conclusions
Applying DT technology to a culturally and naturally invaluable context such as the

city of Venice and its Lagoon represents a formidable yet extremely promising challenge.
Historic cities are globally recognised as vulnerable and threatened by the effects of climate
change, both long-term and through sudden extreme events. Beyond external risks, the
natural obsolescence of architectural structures and the devastating impact of mass tourism
add further challenges to any historical city administration.

This study proposes a methodology to examine the complex challenges associated
with implementing DT systems using the city of Venice as a case study. Starting from
an analysis of existing DT applications for urban and building management, a list of
general directives inspired by the United Nations’ Sustainable Development Goals, the
smart city diamond model, and the state-of-the-art DT systems at the urban scale has been
defined. Then, a general framework was defined, consolidating the features into three
main axes: energy, mobility, and resilience. Only three axes were chosen to avoid excessive
complexity for a future management system, which would result in several difficulties in
developing the service and in its management by the public administrations. The outlined
general directives define the scope and main challenges of each axis. By organizing and
aggregating the fields of intervention into services, it is then possible to define the task
that the urban DT twin must perform. Finally, the Venice open data database has been
analysed to identify already available data and to outline what data should be added
to increase its usability by citizens and public administrations. As a result, a concrete
approach for DT development has been outlined and applied for the sustainable urban
management of the city of Venice. Moreover, the analysis of Venice open data has revealed
a significant need for improvements, to provide citizens, governance, and stakeholders
with more detailed and useful information on the current state of the city. To develop DT
systems for future cities, it will be important to consider what data are already available,
what services shall be developed without compromising the overall effectiveness of such
systems, and the specificity of the city under analysis. The case study of Venice was chosen
due to its fragility and complexity, related to its double extension (both on water and land)
and for the presence of inestimable cultural heritage.

Regardless of the complexity inherent to digitalisation processes, as for DT devel-
opment, some actions are currently undertaken by the city of Venice. As an example, a
collaborative initiative, supported by the City of Venice, the VSF Foundation, and various
local stakeholders including IUAV University of Venice, has put forward the transformative
proposal to reconfigure Venice as a “campus city” [207]. This collective effort is documented
in the Memorandum of Understanding for the city of Venice signed by the municipality
and the main stakeholders, implying a major stride toward a demographic revitalisation
of Venice. This new idea for Venice aims to transform the city into a living laboratory
for urban sustainability policies, potentially serving as a model for similar historic cities
worldwide (Venice World Sustainability Capital). The importance of such a goal was also
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underlined by the rector of the IUAV University of Venice in the university’s strategic plan
for 2023–2027 [208].

Redesigning the future of Venice as a “campus city”, in which demographic revitalisa-
tion goes hand in hand with the strengthening of academic hospitality, would probably
contribute to the revitalisation of the city and, at the same time, make Venice a living
laboratory of urban sustainability policies to be exported as a model everywhere in the
world [209].

In the future, the research will be oriented on the study of the best strategies for
applying DT not just for urban planning and management but also for understanding their
complex ethical and social implications, enhancing the human quality of life as outlined by
the fifth industrial revolution. In this framework, artificial intelligence, while a powerful
tool for data management within an urban DT, must be handled properly, considering that
technology, however effective, remains a support for strategic decisions, which should
always remain a prerogative of human decision makers.

This study proposes a comprehensive methodology for implementing a DT in Venice,
detailing the necessary context and references and highlighting the critical role of digital
technologies in enhancing urban sustainability and resilience. We hope this study can
serve as a tool for initiatives like those of the VSF Foundation, contributing to the overall
revitalisation strategy of Venice and offering a replicable model for other historic cities
facing similar challenges.
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